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Cryptographic Hash Function (CHF)
The cryptographic hash function (CHF) is a way in which data validated such as verifying user identity is achieved. The CHF takes the message to be encrypted and divides to various unknown length then each message is encoded with a hash function.  The hash function is deferent for each block of message making decryption difficult.  The CHF is similar to Message Authentication Code (MAC) only that it does not use the key to encrypt the message.  The method uses has value 'h' that is generated by a hash function (Boldyreva& Micciancio,2019, p. 214). 
The hash function can be represented as 
H (M- message) = a fixed-length code 'h' that is hash key. The CHF is also referred to as a compression function
The main properties of an ideal cryptographic hash function
The message in CFG results in the same message. The message before encryption will result in the same message after decryption, that is the message is deterministic.
The pre-image resistanceensures that the cryptographic uses a one-way function where hash value (h) is assigned to the message hash(m) in such a way that each message is encrypted with the hash function  
h= hash(m)
The second pre-image resistance 
The property is also referred to as week collision resistance, where the cryptography the hash for the first message must be the same with that of the second message. Input message m1 should use the same hash function as input message (M2)
Hash(M1) = Hash (M2) 
Applications or uses for a CHF
password Verification 
Password requires to store in encryption to ensure the safety of the account information or to protect unauthorized personnel from viewing the password as a plain text.  It risks for user password to be stored as plain text in the database. Most systems, websites, and databases use the hash key to encryption uses to ensure the security of the password. When the user inputs their passwords, the password is stored as a hash key in the database or the servers such as by the use of MD5, SHA1, SHA2, and other hash encryption technology. The companies use the CHF standard to improve information security and password protection.  
Signature Generation and Verification 
The signature generation and verification is used in digital authentication for digital messages and documents. The recipient or users must have a valid digital signature to receive the message or to use a certain digital signature.   The prerequisites for the message is that the user must have a satisfactory proof that the digital signature is valid and from a trusted sender or source.  A digital signature has three algorithms namely the key generation algorithm that generates the signature key, the signing algorithm that assigns a given message with the private key, and the signature verifying algorithm that verifies the message authentic and the private key is correct. The cryptocurrency technology such as bitcoins uses this technology to secure that transactions (Peyrin, & Galbraith, 2018, p.508).
Verifying file and message integrity 
The CFH technology is used to ensure that message sent from one user to another is authentic and that there is no tempering of the message. The CHF ensures that the message has an end to end encryption thus building the chain of trust from the sender to recipient. The users can publish a message with a hash key so that the recipient can compare both key to verify the authenticity of the message
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